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Consistent Hashing
• Each node has a membership set M
• When a node needs to access a key

• It hashes the IDs of the nodes in M to a ring (mod n)
• It hashes the key to the same ring (mod n)
• Access goes to the next “successor” node in ring
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Figure 1: Structure of an example Chord-based distributed
storage system.

serve as a key to identify the (live) Chord node responsible
for storing the data item at any given time. Many of the
same issues arise as in the Cooperative Mirroring applica-
tion, though the focus here is on availability rather than load
balance.

Distributed Indexes to support Gnutella- or Napster-like keyword
search. A key in this application could be derived from the
desired keywords, while values could be lists of machines
offering documents with those keywords.

Large-Scale Combinatorial Search, such as code breaking. In
this case keys are candidate solutions to the problem (such as
cryptographic keys); Chord maps these keys to the machines
responsible for testing them as solutions.

Figure 1 shows a possible three-layered software structure for a
cooperative mirror system. The highest layer would provide a file-
like interface to users, including user-friendly naming and authenti-
cation. This “file system” layer might implement named directories
and files, mapping operations on them to lower-level block opera-
tions. The next layer, a “block storage” layer, would implement
the block operations. It would take care of storage, caching, and
replication of blocks. The block storage layer would use Chord to
identify the node responsible for storing a block, and then talk to
the block storage server on that node to read or write the block.

4. The Base Chord Protocol
The Chord protocol specifies how to find the locations of keys,

how new nodes join the system, and how to recover from the failure
(or planned departure) of existing nodes. This section describes a
simplified version of the protocol that does not handle concurrent
joins or failures. Section 5 describes enhancements to the base pro-
tocol to handle concurrent joins and failures.

4.1 Overview
At its heart, Chord provides fast distributed computation of a

hash function mapping keys to nodes responsible for them. It uses
consistent hashing [11, 13], which has several good properties.
With high probability the hash function balances load (all nodes
receive roughly the same number of keys). Also with high prob-
ability, when an node joins (or leaves) the network, only an

fraction of the keys are moved to a different location—
this is clearly the minimum necessary to maintain a balanced load.

Chord improves the scalability of consistent hashing by avoid-
ing the requirement that every node know about every other node.
A Chord node needs only a small amount of “routing” informa-
tion about other nodes. Because this information is distributed, a
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Figure 2: An identifier circle consisting of the three nodes 0, 1,
and 3. In this example, key 1 is located at node 1, key 2 at node
3, and key 6 at node 0.

node resolves the hash function by communicating with a few other
nodes. In an -node network, each node maintains information
only about other nodes, and a lookup requires
messages.

Chord must update the routing information when a node joins or
leaves the network; a join or leave requires messages.

4.2 Consistent Hashing
The consistent hash function assigns each node and key an -bit

identifier using a base hash function such as SHA-1 [9]. A node’s
identifier is chosen by hashing the node’s IP address, while a key
identifier is produced by hashing the key. We will use the term
“key” to refer to both the original key and its image under the hash
function, as the meaning will be clear from context. Similarly, the
term “node” will refer to both the node and its identifier under the
hash function. The identifier length must be large enough to
make the probability of two nodes or keys hashing to the same iden-
tifier negligible.

Consistent hashing assigns keys to nodes as follows. Identifiers
are ordered in an identifier circle modulo . Key is assigned to
the first node whose identifier is equal to or follows (the identifier
of) in the identifier space. This node is called the successor node
of key , denoted by successor . If identifiers are represented as
a circle of numbers from to , then is the
first node clockwise from .

Figure 2 shows an identifier circle with . The circle has
three nodes: 0, 1, and 3. The successor of identifier 1 is node 1, so
key 1 would be located at node 1. Similarly, key 2 would be located
at node 3, and key 6 at node 0.

Consistent hashing is designed to let nodes enter and leave the
network with minimal disruption. To maintain the consistent hash-
ing mapping when a node joins the network, certain keys previ-
ously assigned to ’s successor now become assigned to . When
node leaves the network, all of its assigned keys are reassigned
to ’s successor. No other changes in assignment of keys to nodes
need occur. In the example above, if a node were to join with iden-
tifier 7, it would capture the key with identifier 6 from the node
with identifier 0.

The following results are proven in the papers that introduced
consistent hashing [11, 13]:

THEOREM 1. For any set of nodes and keys, with high
probability:

1. Each node is responsible for at most keys

2. When an node joins or leaves the network, respon-
sibility for keys changes hands (and only to or from
the joining or leaving node).

nodes

In this example:
• n = 8
• Hash function is 

identity for simplicity
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Membership Changes
• Node joins: take <k,v> pairs from successor
• Node leaves: give <k,v> pairs to successor
• Local changes, no global reconfiguration à good for 
churn
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Figure 1: Structure of an example Chord-based distributed
storage system.

serve as a key to identify the (live) Chord node responsible
for storing the data item at any given time. Many of the
same issues arise as in the Cooperative Mirroring applica-
tion, though the focus here is on availability rather than load
balance.

Distributed Indexes to support Gnutella- or Napster-like keyword
search. A key in this application could be derived from the
desired keywords, while values could be lists of machines
offering documents with those keywords.

Large-Scale Combinatorial Search, such as code breaking. In
this case keys are candidate solutions to the problem (such as
cryptographic keys); Chord maps these keys to the machines
responsible for testing them as solutions.

Figure 1 shows a possible three-layered software structure for a
cooperative mirror system. The highest layer would provide a file-
like interface to users, including user-friendly naming and authenti-
cation. This “file system” layer might implement named directories
and files, mapping operations on them to lower-level block opera-
tions. The next layer, a “block storage” layer, would implement
the block operations. It would take care of storage, caching, and
replication of blocks. The block storage layer would use Chord to
identify the node responsible for storing a block, and then talk to
the block storage server on that node to read or write the block.

4. The Base Chord Protocol
The Chord protocol specifies how to find the locations of keys,

how new nodes join the system, and how to recover from the failure
(or planned departure) of existing nodes. This section describes a
simplified version of the protocol that does not handle concurrent
joins or failures. Section 5 describes enhancements to the base pro-
tocol to handle concurrent joins and failures.

4.1 Overview
At its heart, Chord provides fast distributed computation of a

hash function mapping keys to nodes responsible for them. It uses
consistent hashing [11, 13], which has several good properties.
With high probability the hash function balances load (all nodes
receive roughly the same number of keys). Also with high prob-
ability, when an node joins (or leaves) the network, only an

fraction of the keys are moved to a different location—
this is clearly the minimum necessary to maintain a balanced load.

Chord improves the scalability of consistent hashing by avoid-
ing the requirement that every node know about every other node.
A Chord node needs only a small amount of “routing” informa-
tion about other nodes. Because this information is distributed, a
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node resolves the hash function by communicating with a few other
nodes. In an -node network, each node maintains information
only about other nodes, and a lookup requires
messages.

Chord must update the routing information when a node joins or
leaves the network; a join or leave requires messages.

4.2 Consistent Hashing
The consistent hash function assigns each node and key an -bit

identifier using a base hash function such as SHA-1 [9]. A node’s
identifier is chosen by hashing the node’s IP address, while a key
identifier is produced by hashing the key. We will use the term
“key” to refer to both the original key and its image under the hash
function, as the meaning will be clear from context. Similarly, the
term “node” will refer to both the node and its identifier under the
hash function. The identifier length must be large enough to
make the probability of two nodes or keys hashing to the same iden-
tifier negligible.

Consistent hashing assigns keys to nodes as follows. Identifiers
are ordered in an identifier circle modulo . Key is assigned to
the first node whose identifier is equal to or follows (the identifier
of) in the identifier space. This node is called the successor node
of key , denoted by successor . If identifiers are represented as
a circle of numbers from to , then is the
first node clockwise from .

Figure 2 shows an identifier circle with . The circle has
three nodes: 0, 1, and 3. The successor of identifier 1 is node 1, so
key 1 would be located at node 1. Similarly, key 2 would be located
at node 3, and key 6 at node 0.

Consistent hashing is designed to let nodes enter and leave the
network with minimal disruption. To maintain the consistent hash-
ing mapping when a node joins the network, certain keys previ-
ously assigned to ’s successor now become assigned to . When
node leaves the network, all of its assigned keys are reassigned
to ’s successor. No other changes in assignment of keys to nodes
need occur. In the example above, if a node were to join with iden-
tifier 7, it would capture the key with identifier 6 from the node
with identifier 0.

The following results are proven in the papers that introduced
consistent hashing [11, 13]:

THEOREM 1. For any set of nodes and keys, with high
probability:

1. Each node is responsible for at most keys

2. When an node joins or leaves the network, respon-
sibility for keys changes hands (and only to or from
the joining or leaving node).
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Theoretical Results

• Q: What do these results tell us?
• 𝜖 is arbitrarily small with 𝑂(log𝑁) virtual nodes

• Virtual nodes: multiple keys associated to the same physical 
node
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Figure 1: Structure of an example Chord-based distributed
storage system.
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for storing the data item at any given time. Many of the
same issues arise as in the Cooperative Mirroring applica-
tion, though the focus here is on availability rather than load
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Figure 1 shows a possible three-layered software structure for a
cooperative mirror system. The highest layer would provide a file-
like interface to users, including user-friendly naming and authenti-
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replication of blocks. The block storage layer would use Chord to
identify the node responsible for storing a block, and then talk to
the block storage server on that node to read or write the block.
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The Chord protocol specifies how to find the locations of keys,

how new nodes join the system, and how to recover from the failure
(or planned departure) of existing nodes. This section describes a
simplified version of the protocol that does not handle concurrent
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tocol to handle concurrent joins and failures.
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receive roughly the same number of keys). Also with high prob-
ability, when an node joins (or leaves) the network, only an
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node resolves the hash function by communicating with a few other
nodes. In an -node network, each node maintains information
only about other nodes, and a lookup requires
messages.

Chord must update the routing information when a node joins or
leaves the network; a join or leave requires messages.

4.2 Consistent Hashing
The consistent hash function assigns each node and key an -bit

identifier using a base hash function such as SHA-1 [9]. A node’s
identifier is chosen by hashing the node’s IP address, while a key
identifier is produced by hashing the key. We will use the term
“key” to refer to both the original key and its image under the hash
function, as the meaning will be clear from context. Similarly, the
term “node” will refer to both the node and its identifier under the
hash function. The identifier length must be large enough to
make the probability of two nodes or keys hashing to the same iden-
tifier negligible.

Consistent hashing assigns keys to nodes as follows. Identifiers
are ordered in an identifier circle modulo . Key is assigned to
the first node whose identifier is equal to or follows (the identifier
of) in the identifier space. This node is called the successor node
of key , denoted by successor . If identifiers are represented as
a circle of numbers from to , then is the
first node clockwise from .

Figure 2 shows an identifier circle with . The circle has
three nodes: 0, 1, and 3. The successor of identifier 1 is node 1, so
key 1 would be located at node 1. Similarly, key 2 would be located
at node 3, and key 6 at node 0.

Consistent hashing is designed to let nodes enter and leave the
network with minimal disruption. To maintain the consistent hash-
ing mapping when a node joins the network, certain keys previ-
ously assigned to ’s successor now become assigned to . When
node leaves the network, all of its assigned keys are reassigned
to ’s successor. No other changes in assignment of keys to nodes
need occur. In the example above, if a node were to join with iden-
tifier 7, it would capture the key with identifier 6 from the node
with identifier 0.

The following results are proven in the papers that introduced
consistent hashing [11, 13]:

THEOREM 1. For any set of nodes and keys, with high
probability:

1. Each node is responsible for at most keys

2. When an node joins or leaves the network, respon-
sibility for keys changes hands (and only to or from
the joining or leaving node).
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Goals of Key-Value Stores
• Export simple API

• put(key, value)
• get(key)

• Simpler and faster than a DBMS
• Less complexity, faster execution

• Varied forms of consistency 
• Typically no support for transactions (multi-key) 
• Sometimes even updates to the same key are not consistent
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NoSQL
• Key-value stores are a typical “NoSQL” system
• Properties of NoSQL

• Do not require relational schema
• Do not use SQL 
• Weak consistency 
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CAP: Three Properties
• Consider a distributed data store for key-value pairs
• Data is replicated for fault tolerance and latency
• Three properties are desirable

• Consistency: system behaves as if non-replicated
• Availability: every client request is served
• Partition tolerance: system can withstand network partitions
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CAP “Theorem”
• C, A, P: pick two
• Examples

• A+C: Strongly consistent system, no P
• A+P: Weakly consistent system, no C
• C+P: Trivial (no A required, system does nothing)

• DBMS are typically A+C systems
• Replication is good for fault tolerance, bad for latency

• NoSQL stores are typically A+P
• Replication is good for latency, bad for consistency
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Eventual Consistency
• Each storage node commits locally
• Commits are pushed to other nodes asynchronously
• Conflicts are merged with deterministic criteria
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Dynamo
• Large scale key-value store
• Partitioned, fault tolerant
• Strict Service-Level Agreement (SLA)

• Upper bound on 99.9% percentile low latency
• This is called tail latency
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Replication and Eventual Consistency
• Each key is replicated in a preference list of nodes
• Eventually consistent

• Updates go to first W healthy nodes in preference list
• Read and write quorums might not intersect
• Later reconciliation in presence of inconsistency

• If a node in preference list is not reachable, skip and 
try to recontact later (hinted handoff)
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Quorums
• Sequential consistency: W+R > N
• Weak consistency: W+R<=N
• Q: How to set W and R to achieve persistency with f 
crashes AND weak consistency?
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Versioning: Vector Clocks
• One entry per node
• Node increments its entry 
when updates
• v1 > v2 if every entry of v1 is 
>= than the one of v2 and at 
least one is >
• If two vectors cannot be 
ordered, conflict

Dynamo has access to multiple branches that cannot be 
syntactically reconciled, it will return all the objects at the leaves, 
with the corresponding version information in the context. An 
update using this context is considered to have reconciled the 
divergent versions and the branches are collapsed into a single 
new version. 

To illustrate the use of vector clocks, let us consider the example 
shown in Figure 3.  A client writes a new object. The node (say 
Sx) that handles the write for this key increases its sequence 
number and uses it to create the data's vector clock. The system 
now has the object D1 and its associated clock [(Sx, 1)]. The 
client updates the object. Assume the same node handles this 
request as well. The system now also has object D2 and its 
associated clock [(Sx, 2)]. D2 descends from D1 and therefore 
over-writes D1, however there may be replicas of D1 lingering at 
nodes that have not yet seen D2. Let us assume that the same 
client updates the object again and a different server (say Sy) 
handles the request. The system now has data D3 and its 
associated clock [(Sx, 2), (Sy, 1)].  

Next assume a different client reads D2 and then tries to update it, 
and another node (say Sz) does the write. The system now has D4 
(descendant of D2) whose version clock is [(Sx, 2), (Sz, 1)]. A 
node that is aware of D1 or D2 could determine, upon receiving 
D4 and its clock, that D1 and D2 are overwritten by the new data 
and can be garbage collected. A node that is aware of D3 and 
receives D4 will find that there is no causal relation between 
them. In other words, there are changes in D3 and D4 that are not 
reflected in each other. Both versions of the data must be kept and 
presented to a client (upon a read) for semantic reconciliation.  

 Now assume some client reads both D3 and D4 (the context will 
reflect that both values were found by the read). The read's 
context is a summary of the clocks of D3 and D4, namely [(Sx, 2), 
(Sy, 1), (Sz, 1)]. If the client performs the reconciliation and node 
Sx coordinates the write, Sx will update its sequence number in 
the clock. The new data D5 will have the following clock: [(Sx, 
3), (Sy, 1), (Sz, 1)].  

A possible issue with vector clocks is that the size of vector 
clocks may grow if many servers coordinate the writes to an 

object. In practice, this is not likely because the writes are usually 
handled by one of the top N nodes in the preference list. In case of 
network partitions or multiple server failures, write requests may 
be handled by nodes that are not in the top N nodes in the 
preference list causing the size of vector clock to grow. In these 
scenarios, it is desirable to limit the size of vector clock. To this 
end, Dynamo employs the following clock truncation scheme: 
Along with each (node, counter) pair, Dynamo stores a timestamp 
that indicates the last time the node updated the data item. When 
the number of (node, counter) pairs in the vector clock reaches a 
threshold (say 10), the oldest pair is removed from the clock. 
Clearly, this truncation scheme can lead to inefficiencies in 
reconciliation as the descendant relationships cannot be derived 
accurately. However, this problem has not surfaced in production 
and therefore this issue has not been thoroughly investigated.  

4.5 Execution of get () and put () operations 
Any storage node in Dynamo is eligible to receive client get and 
put operations for any key. In this section, for sake of simplicity, 
we describe how these operations are performed in a failure-free 
environment and in the subsequent section we describe how read 
and write operations are executed during failures.  

Both get and put operations are invoked using Amazon’s 
infrastructure-specific request processing framework over HTTP. 
There are two strategies that a client can use to select a node: (1) 
route its request through a generic load balancer that will select a 
node based on load information, or (2) use a partition-aware client 
library that routes requests directly to the appropriate coordinator 
nodes. The advantage of the first approach is that the client does 
not have to link any code specific to Dynamo in its application, 
whereas the second strategy can achieve lower latency because it 
skips a potential forwarding step. 

A node handling a read or write operation is known as the 
coordinator. Typically, this is the first among the top N nodes in 
the preference list. If the requests are received through a load 
balancer, requests to access a key may be routed to any random 
node in the ring. In this scenario, the node that receives the 
request will not coordinate it if the node is not in the top N of the 
requested key’s preference list. Instead, that node will forward the 
request to the first among the top N nodes in the preference list. 

 Read and write operations involve the first N healthy nodes in the 
preference list, skipping over those that are down or inaccessible. 
When all nodes are healthy, the top N nodes in a key’s preference 
list are accessed. When there are node failures or network 
partitions, nodes that are lower ranked in the preference list are 
accessed.  

To maintain consistency among its replicas, Dynamo uses a 
consistency protocol similar to those used in quorum systems. 
This protocol has two key configurable values: R and W. R is the 
minimum number of nodes that must participate in a successful 
read operation. W is the minimum number of nodes that must 
participate in a successful write operation.  Setting R and W such 
that R + W > N yields a quorum-like system. In this model, the 
latency of a get (or put) operation is dictated by the slowest of the 
R (or W) replicas. For this reason, R and W are usually 
configured to be less than N, to provide better latency.  

Upon receiving a put() request for a key, the coordinator generates 
the vector clock for the new version and writes the new version 
locally. The coordinator then sends the new version (along with 

 
Figure 3: Version evolution of an object over time. 
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